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Why Am | Discussing this Topic? SH/\RE

EDUCATE » NETWORK *» INFLUENCE

» Since the pandemic, we at PSI| have observed a dramatic decrease in the
competency of z/OS system programmers working at our customer sites.

 Discussions with my friends working for other ISVs tells me we’re not alone.

* People have retired and new people took their place without adequate tribal
knowledge transfer from the retirees.

* What shall we as a community do about this? There are many options...

« Sharing information with our peers is SHARE’s “raison d’étre.”
* [t's incumbent up all of us in the industry to share what we know with our “tribe.”

» Therefore, | am utilizing this avenue in an effort to help preserve and pass long
important mainframe skills that are in danger of being lost.
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Recommended Prerequisites SH/\RE
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« Familiarity with z/Architecture programing basics
« PSW & Registers
« Addressing modes (24-bit, 31-bit, 64-bit)
« The notion of problem vs supervisor state
« Familiarity with assembler language
« Some dump reading skills (IPCS, SYSABEND, SYSUDUMP, SNAP)

« Patience! Dump and trace analysis is not about instant gratification!

* These slides are (or will be) available on the SHARE event site
* You will have plenty of time to study them in detail at a later time
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Today’s Agenda SH/\RE
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» Understanding system trace

» Using system trace to diagnose various problem scenarios
« Expanding system trace to capture additional events

« Adding your own entries to system trace

« Configuring system trace to best assist first-failure problem diagnosis
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What is System Trace? SH/\RE
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« System trace is a continuous, ongoing record of hardware and software events
occurring during system initialization and operation.

* There is a separate trace table for each processor (one per CP and zlIP thread)
and the buffers are written to the TRACE address space.

* |t appears in machine-readable SVC dumps, stand-alone dumps, transaction
dumps (IEATDUMP), and SYSMDUMPs as well as formatted SYSUDUMP,
SYSABEND, and SNAP dumps (w/ SDATA=TRT).

» System trace is activated automatically during system initialization.

« Subsequently, you can use the TRACE command on a console with master
authority (or via COMMNDxx) to customize system tracing.

« System trace is formatted in a machine-readable dump using the IPCS
SYSTRACE command (wide screen recommended).
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Which Events are Recorded? SH ')\RE
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ACR  Alternate CPU recovery PCIL  PCl load instruction SSIR  SSAR instruction w/instance
AINT  Adapter interruption PCIS  PCI store instruction SSCH  Start subchannel operation
ALTR  Alteration of trace option PDMX PCIE adapter de-mux event SSRB  Suspended SRB dispatch
BR BAKR, BALR, BASR, or BASSM PGM Program interruption SSRV Internal system service call
S ZU2Eh 7 SLE5RE(ES GIELE PR Program Return instruction SUSP  Lock suspension

CobA | Clear sUsshennie o PT Program Transfer instruction SvC Supervisor call interruption
DSP Task dispatch RCVY Recovery event SVCE  SVC error

EXT \C/:VAI-LIL CLKC, EMS, SS, TIMR, RSCH Resume subchannel operation SVCR  SVC return

HSCH  Halt subchannel operation RST Restart interruption SYNS  Synchronous |/O start

I/O Input/output interruption SIGA  Signal adapter operation SYNE  Synchronous I/O end

MCH Machine check interruption SPER  SLIP program event recording TIME TOD clock dynamic adjustment
MOBR AMODE change & branch SPIN System spin start/middle/stop USRn User event

MODE Change of addressing mode SPR2  SLIP event w/STDATA specified WAIT Wait task dispatch

MSCH  Modify subchannel operation SRB Initial SRB dispatch XSCH  Cancel subchannel operation
PC Program Call instruction SSAR  Set Secondary ASC mode ?EXPL  Unidentified trace entry
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How Do Trace Entries Get Created? SH/ARE
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» The operating system allocates fixed, virtual storage for the 4K TBUFs and loads
and maintains control register 12 (CR12) as needed.

« CR12 contains:
* the real address of the next-to-be filled trace entry
* bits to enable/disable the three implicit trace types (branch, mode, ASN)
* a bit to enable/disable explicit trace (TRACE/TRACG instructions)

 When a trace entry is created, the CPU advances the address in CR12.

« If the entry would extend past the end of the current 4K TBUF, a trace exception
occurs, whereby the interrupt handler:
 points CR12 to the real frame backing the next-to-be-used 4K TBUF
* retries the instruction that failed due to the trace exception

* For obvious reasons, trace exceptions are not recorded in the trace
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Implicit Trace Entries el ey | Braneh | S
Branch ASN Mode | and ASN [and Mode |[and Mode All
Instruction Trace Entries Made
. éAKIt:l B - - :3 B = B
- The CPU automatically creates the BUR | B | - | - | B | B | - | B
implicit trace entries shown when the sassM | B - | ws | B |ewmss| ws |Biuss
listed instruction is executed and the BSG B | B | - | Ba | B | BSa | BSG
. g = | BSM - - MS - MS MS MS
appropriate trace bit is enabled Poz0 - | ko | ws | wo | we leoaus|posms
-32 =
- The operating system has no control pape | _ | PR | Ms | pr | ms | PR | Pa
over the content of these trace entries e e | | ws | 8 |emss| ws |eiwse
SSAR or - SSAR - SSAR - SSAR SSAR
* Note: This table, from the z16 PoQOps, e | - ol ws o2 s | ows | ows
has a change bar for BSM. The z15 - ————————————
version had “=” (none) in the ASN and v
Mode column. 32 The case whon PROGRAM CALL uses a 32.0t PG number.
-b The case when PROGRAM RETURN unstacks a branch state entry.
-pc The case when PROGRAM RETURN unstacks a program-call state entry.
& AW
B Branch trace entry. Made only if the branch is taken and a mode-switching-branch trace
entry is not made.
MS Mode-switch trace entry. Made only if PSW bit 31 is changed.
MSB Ncl)?]tlj:;?twhgcgizg;t;‘r?sni::kgit':e entry. Made only if PSW bit 31 is changed (which can occur

Figure 4-6. Summary of Implicit Tracing
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Explicit Trace Entries

* The remaining events are traced when
the operating system issues:

TRACE  R,,R,D,(B,) [RS-a]
99 | R, [R,][B, D,

0 8 12 16 20 k]|

TRACG  R,,R,D,(B,) [RSY-a]
EB' | R, | R, |B, DL, DH, | 'OF

0 8 12 16 20 32 40 47

When explicit tracing is on (bit 63 of control register
12 is one), the second operand, which is a 32-bit
word in storage, is fetched, and bit O of the word is
examined. If bit O of the second operand is zero, a
trace entry is formed at the real-storage location des-
ignated by control register 12.
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If explicit tracing is off (bit 63 of control register 12 is
zero), or if bit 0 of the second operand is one, no
trace entry is formed, and no trace exceptions are
recognized.

The displacement for TRACE is treated as a 12-bit
unsigned binary integer. The displacement for
TRACG is treated as a 20-bit signed binary integer.

The trace entry is composed of an entry-type identi-
fier, a count of the number of general registers whose
partial or entire contents are placed in the entry, a
field whose contents indicate whether the entry was
formed by TRACE (TRACE) or TRACE (TRACG),
selected bits of the TOD clock, the second operand,
and the partial or entire contents of a range of gen-
eral registers. For TRACE (TRACE), bits 16-63 of the
TOD clock and bits 32-63 of the general registers are
placed in the trace entry. For TRACE (TRACG), bits
1-7 of the epoch index, bits 0-79 of the clock, and bits
0-63 of the registers are placed in the entry. See
“Trace Entries” on page 4-15 for further details.

ial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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PSACLHS[E] — lock status from PSA.
Descriptive text for some entries.

* PR —logical processor id.

« ASID — address space id.

+ WU-Addr — 24-bit TCB address or 31-bit ~ PSALOCAL = locally locked address
WEB address for SRB. space indicator from PSA.

Ident — TTE identifier. PASD — primary ASID. Descriptive text for
some entries.

SASD - secondary ASID. Descriptive text
PSW Address — 128-bit PSW split across for some entries.

two lines with right half on first line.

CD/D - sub-identifier, device, mask, etc.

» Time Format — time of day local or hex.

Unique1 — Unique6 — varies greatly by -
, ] * CP — four hex digits of model-dependent
TTE type but often contain GPRs 15-1. info to help identify the physical CP.
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General System Trace Format SH/\RE
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* The oldest trace entries appear at the beginning and the newest appear at the
end. The trace is read top-down.

» Trace entries with a dash (-) between the logical processor and ASID columns
appear outside the range where trace data from all processors is available. Avoid
using such entries!

 Trace entries with an asterisk (*) before the identifier represent an unusual
condition, for example an unhandled program check or an /O error.

« Embedded messages alert you when trace data from all processors is or is not
available and when there are significant time gaps on a given processor. Time
gaps have become more common since the advent of HiperDispatch.
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« After an abend or during a loop, the system trace relates a story so valuable that
many problems are solved by trace inspection alone and some problems can't
be solved without it.

* |t is the first thing | look at right after inspecting PSW and registers.

» Generally, customer trace tables are sized to hold no less than one full second of
trace history. If they are 74 sec or less, we inform the customer and politely
suggest their configuration may be sub-optimal.

* The following, from a random customer dump, is exemplary...

18:11:24.968806982

18:11:27.556463174
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Make Good Use of the Documentation SHA\RE
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 Practice makes perfect; the more you traces you examine, the more you will
recognize and interpret without assistance.

» But make no mistake, even people that analyze many traces refer to the manual
on a regular basis. Mine is on “speed dial!”
* https://www.ibm.com/docs/en/zos/2.5.0?topic=trace-reading-system-output

Reading system trace output

Last Updated: 2021-10-28

The following topics describe system trace table entries (TTE) as they appear in a dump formatted with the
IPCS SYSTRACE subcommand.

— Example of a system trace in a dump

— Summary of system trace entry identifiers shows a table of the system trace identifiers for each system trace entry in a
dump and shows where you can find the format of the entry in this section. If you are looking for a particular entry start with
this table, because many of the entries are similar and are grouped together.

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative C Att -NonC ial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@@@ 13




A Little More Background SH./\RE
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* The MVS Recovery Termination Manager (RTM) creates some of the trace
entries we will be looking at today. There are two components:
« RTM1:
* The part of RTM that runs in the unit of work that is terminating.

» Generally given control by the Second-Level Interrupt Handler (SLIH) e.g., to handle a
program check or by code that issues the CALLRTM macro.

* In many cases, after doing preliminary analysis, RTM1 uses RTMZ2 to finish the job.
« RTM2:
* The part of RTM that runs under an SVRB in a user TCB. It handles:
* Normal end initiated by issuing SVC 3 (Exit).
« Abnormal end initiated by issuing SVC 13 (ABEND).

 Drives recovery routines and resource managers, schedules dumps, removes RBs from
the RB chain, cleans up TCBs, cleans up address spaces, etc.
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0002 00A8 00ARA4040 sVC 4F 00000000_OOFEE6BC O0OFBC880 0000000D 0000000D Status Stop SRBs/TCBs 15:09:25.255927597 0002
47040000 80000000

0002 00A8 00AA4040 SVCR 4F 00000000_OOFEE6BC 00000000 OOFBC880 7FFFAE98 15:09:25.255951981 0002
47040000 80000000

0002 00A8 00AA4040 PGM 030 00000000_0113C3D6 00040030 00000000 80000001 00000000 00OA8 0OOA8 15:09:25.255964205 0002
44042000 80000000 7F645401 00000000

0002 00A8 00AR4040 PC .. 0 0113C3DA 0030B Storage Obtain

0002 00A8 00AA4040 SSRV 132 00000000 OOOOEFO02 00000318 0276B6D0 Storage Obtain 15:09:25.255984901 0002

00A80000

0002 00A8 00ARA4040 PR ce 0 0113C3DA 014EE42C 00A8

0002 00A8 00AA4040 PGM 031 00000000_0113C3F0 00040031 00000000 80000001 00000000 00OA8 0OOA8 15:09:25.255993106 0002
44042000 80000000 7F645401 00000000

0002 00A8 00AA4040 PGM 030 00000000_0113D5DA 00040030 00000000 80000001 00000000 00OA8 0OOA8 15:09:25.256050219 0002
44041000 80000000 7F645401 00000000

0002 00A8 00AA4040 PC e 0 0113D5DE 00311 Storage Release

0002 00A8 00AA4040 SSRV 133 00000000 OOOOEFO3 00000318 0276B6D0 Storage Release 15:09:25.256062518 0002

00A80000

0002 00A8 00AA4040 PR ce 0 0113D5DE 014EE42C 00A8

0002 00A8 00AA4040 PGM 031 00000000_0113D5DE 00020031 00000000 80000001 00000000 00OA8 0OOA8 15:09:25.256066867 0002
44041000 80000000 7F645401 00000000

0002 00A8 00AA4040 sSVC 4F 00000000_OOFEE9A4 OOFBC880 0000000D FFFFFFF3 Status Start SRBs/TCBs 15:09:25.256099591 0002
47041000 80000000

0002 00A8 00AA4040 SVCR 4F 00000000_OOFEE9A4 00000000 00000000 03DODEOO 15:09:25.256111901 0002

47041000 80000000
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Stop SRBs/TCBs 15:09:25.255927597 0002

0002 00A8 00AR4040 sSVC 4F OOOOOOOO_OOFEEGBC> OOFBC880 0000000D 0000000D Status

I I l/f 47040000 80000000\\ AN I /’
T \ AN /
N

AMODE 00 = 24 R15, RO, R1
ASID TCB SVC Bits  08=31
Address Number

Sup State

Return
Code

i

0002 00A8 00AA4040 SVCR 4F 00000000_OOFEE6BC 00000000 OOFBC880 7FFFAE98
47040000 80000000

15:09:25.255951981 0002

* If high-order byte of work unit address is zeros, you know it's a TCB.
* Non-zero would indicate a Work Element Block (WEB) for an SRB
» Execution location obtained via I[P W OOFEE6BC command

6 17
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80000001 00000000 00OA8 00A8 15:09:25.255964205 0002

0002 00A8 00AA4040 PGM 030 00000000_0113C3D6, 00040030 00000000
X 7F645401 00000000\ '\\
~ HASID = PASID = SASID

44042000 80000000
I I / T ILC & INTC PSACLHS
X’80000000’ = CPU lock

AMODE 00 =24
08 =31
X’00000001" = LOCAL lock

ASID TCB Program Interrupt Bits
18=64 Translation PSALOCAL

HOB
No one is waiting

Address Code (Stack Full)
Exception  ,_pasp
p St Address (TEA) 1= sasio for the LOCAL lock

Sup State

TOP OF DATA
ASID(X'OOCH’) 0113C3D6. IE 1[K:] READ OMLY MUCLEUS
s e s ok o e e o sk o e o ok ok ol e o OB S e ol o o o e ok o ol s o o o ook e o ok s ol s o ok ok o o R o s o e o ok ok ok END OF DATA

« Execution location obtained via IP W 0113C3D6 command

« Always ignore the last three nybbles of the TEA (in this case 7F645000)
 The TEA has no relevance unless the program check is a translation exception

« SYS1.MACLIB(IHAPSA) has the definitions of the bits in PSACLHS and PSACLHSE
« PSALOCAL is a pointer to a FIFO list describing all other units of work waiting for you to

release the local lock
PO606 18
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0002 00A8 00AR4040 PC R 0 0113C3DA 0030B Storage Obtain

LOB T
0 =SUPV

1=PROB PC Number
ASID  TCB Key 0
Address s o e e e o s oo o oo o S S S o SHOR SR S S SR SRR S SROROR R RORSKOR skcRoRoloRskokkolokoksioksolokskskokokoksk. TOP OF DATA
ASID(X’GOCH’) ©113C3DA. IEANUCOL1.IEAYSRBQ+5A IN READ ONLY NUCLEUS
s e e e e e oo o o o o o oSS SHOOBE S S S S OB SHOR SRR R R R ROROR SRCRORORORRORORoRoRokokokokolokskekokokoks END OF DATA
Subpool (239)
Flags Key Options
0002 00A8 00AA4040 SSRV 132 00000000 O0OQOEF02 00000318 0276B6D0 Storage Obtain 15:09:25.255984901 0002
T 00A80000 T T
Branch Entry Length Address
Ent Return Address
ntry Return
Identifier Target Code
ASID PR Issuer
Primary
Return PR Issuer ASID
Address Address l
0002 00A8 00AR4040 PR .. 0 0113C3DA 0l14EE42C 00AS8

* There are 61 different SSRV IDs and each has unique parameters
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My Favorite Ultra-Simple Test Programs SH./.ARE

EDUCATE » NETWORK » INFLUENCE

/| EXEC PGM=ABENDO0O1 to abend with U0001

ABENDOO1 CSECT ,
ABEND 1, DUMP
END

/| EXEC PGM=ABENDOC1 to abend with SOC1
ABENDOO1 CSECT ,

DC D'’
END

/| EXEC PGM=ABENDB806 to abend with S806
©
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0000 00CO OOABBE88 *SVC D 00000000_00023010 00023000 80000000 80000001 15:02:07.903563346 0001
47851000 00000000

0000 00CO OOABBE88 PC ce 0 0148524A 00506 SysTrace Snapshot
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0000 00CO OOABBES88 *SVC D 00000000_00023010> 00023000 80000000 80000001 15:02:07.903563346 0001

47851000 00000000\ v ¥ sssuuu
N

AMODE 00 = 24 R15, RO, R1
ASID TCB Abend SVC Bits  08=31

Address (SVC 13)

T[IP ‘U.F‘. ["HTP:( *
Key 8 0 n
Unusual Prob State

Condition e END OF DATA »

TOP OF DATA
D ONLY NUCLEUS

END OF DATA

0000 00CO OOABBE88 PC 0148524A SysTrace Snapshot

« SysTrace Snapshot occurs when SNAPTRC macro is issued by RTM.
* This is a dead giveaway that a dump is being taken.

* |[f too many SNAPTRC macros are issued in close succession, a so-called “mini-
snapshot” (only 64K per processor) is taken to avoid affecting overall system
performance.
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 Although IP WHERE was not super helpful identifying which program issued the
ABEND macro, IP SUMMARY FORMAT CURRENT REGS has:

—

- \/

Interrupt
Code Old PSW
Address
(64-bit)

TCB

Address

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@@@ 23



0000

0000

0000

0000

0000

00cCo

00cCo

00cCo

00cCo

00cCo

OOABBESS

OOABBESS

OOABBESS

OOABBESS

OOABBESS

*PGM

001 00000000_00031002
47850000 00000000

*RCVY PROG

DSP

*SVC

PC

00000000_0120DA68
47850000 80000000
D 00000000_0120DA6A
47850000 80000000

0 0148524A

00020001

940C1000

00000000

00031000

00000000
7F5B2800
00000001 00000000

00000064 00030000

00000064 00030000

00506

SH/ARE

00000000 00000000 00CO 00CO 21:39:15.458361011 0001
00000000
00000000 00000000 00CO 00CO 21:39:15.458594509 0001
00000000

00000000 00000000 00CO 00CO 21:39:15.458709212 0001

21:39:15.458713126 0001

SysTrace Snapshot
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0000 00CO OOABBE88 *PGM

TCB

Operation _
00=24
Address AMODE

Exception Bits 08 =31
18 =64

ASID

Unusual
Condition

Key 8
Prob State

0000 00CO OOABBE88 *RCVY PROG

N

RTM1 entered for
program interrupt
TCB
Dispatch

\

0000 00CO OOABBE88 DSP

¥

0000 00CO OOABBES88 *SVC

001 00000000_00031002
T f 47850000 00000000
4

00000000_0120DA68

////'47850000 80000000

Special invocation of SVC 13 by RTM1 used to invoke RTM2

D 00000000_0120DA6A 00031000 00000064 00030000
47850000 80000000

00020001 00000000 00000000 00000000 00CO 00CO 21:39:15.458361011 0001

N 7F5B2800 OOOOOOV V\
ILC & INTC \ HASN = PASN = SASN

T ati No locks held
ranslation HOB

EXCGptiOﬂ 0 = PASID
Address (TEA) 1=saAsID

940C1000 00000001 00000000 00000000 00000000 00CO 00CO 21:39:15.458594509 0001

oo

CompCode Reason PSASUPER

00000000 00000064 00030000 00000000 00000000 00CO 00CO 21:39:15.458709212 0001

) "\

PSAMODEW RO, R1

21:39:15.458713126 0001




Types of RCVY Trace Entries

ABRT
ABT
ABTR
ESTA
ESTR
FRR
ITRM
ITRR
MCH
MEM
MEMR
PERC
PROG

Serious RTM failure

CALLRTM TYPE=ABTERM macro issued
Rescheduling of a CALLRTM TYPE=ABTERM request
Preparing to invoke ESTAE recovery routine

Retry requested by ESTAE recovery routine

RTM1 invoking a function recovery routine (FRR)

The system requested RTM1 to end an interrupted task
ITRM reentry to fulfill ITRM request

RTM1 entered for a machine check interruption
CALLRTM TYPE=MEMTERM macro issued

Abnormal memory end following a MEM event
Percolation from RTM1 to RTM2 to continue recovery

RTM1 was entered for a program check interruption

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative C
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RCML

RCMR
RESM
RSRT
RTRY
SABN
SKFE
SRB
SRBT
STRM
STRR

Special processing for task in a failing address space
holding the local lock of another address space

RCML reentry to process RMGR abend

Resume from an FRR after a RESTART request (RSRT)
RTM entered for a RESTART request from the operator
Retry from an FRR

The system requested RTM1 to abend the current UOW
RTM bypassed FESTAE exit because its address is zero
Percolation from service request block (SRB) recovery
CALLRTM TYPE=SRBTERM macro issued

The system requested RTM1 to abend suspended task
STRM reentry to abend suspended task

I-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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« Unimportant trace entries removed (Getmain, Storage, CsvQuery, etc.)
 For this slide, you've now graduated to proper “green screen” mode ©

/ Recovery exit parm

Recovery exit address —r

SYNCH macro creates new PRB
to run exit in program’s state/key

// ECB address
Wait for dump capture phase to
complete before proceeding
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svC D

/ Recovery exit parm

Recovery exit address —r

SYNCH macro creates new PRB to
run exit in program'’s state/key

B 0 s 0 P a0 0 0 0 0 P P 0 Pt P 0 1 P s P a0 0 0 P 0 0 P P 0 P N 0 0 N 0 P P 0 P 0 0 0 N 0 0 P N 0 P N 0 P N 0 0 N 0 0 P 0 P P 0 0 P N 0 0 0 0 P N 0 0 PN 0 P P 0 0 N 0 0 P 0 0 b N 0 PN N 0 0 PN N 0 PN 0 0 P 0 0 0

Local lock held ~,

Retry address —” Y Recovery exit address
SVCR 4

3

Some ugliness here. This is the return from the SVRB created for RTM2. It appears as ‘SVCR 4’ because RTM handled a PGM 004. ®




SH.ARE

« GETMAIN and FREEMAIN SVC/SVCR pairs removed

OOAB7E78 SSCH 07381 00 02 O1lFCEC2C 02645E38 52C2F081 3FF08C60 :04:17.457980865 0001
OOAE1E38

00AB7E78 00000000_01262EEA 00000000 00000001 OOAACE94 :04:17.457984830
47540000 80000000

00AB7E78 00000000_01262EEA 80AFF800 00000001 OOAACE94 :04:17.457984955
47540000 80000000

00000000 I/0 07381 00000000 _00000000 50C04007 7E892A70 0C000000 00000080 00000000 0001 0001 11:04:17.458389583 0001
07060000 00000000 02645E38 00100002 00000000

01F6CBOO 80FF55DA O0OOAACE94 7F000000 00000000 Post 11:04:17.458402617
00000000
OOAB7E78 00000000_01262EEA 00000000 00000001 OOAACE94 00000000 00000000 00A5 OOAS5 11:04:17.458410891
47540000 80000000
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Use the Trace to Help Find Root Cause SH/\RE

EDUCATE » NETWORK » INFLUENCE

« Sometimes a dump is produced only after two or more back-to-back abends. The
trace can help you find root cause.

« Don’t focus on the last abend in the dump, focus on the first one.
 Find the following in the trace:

**kxkxkkx**x Trace data is not available from all processors before this time.

« Starting from this point, search for unusual conditions represented by an asterisk
(e.g., "PGM, *RCVY, etc.)

» Generally you can ignore /O errors, they are most-likely not yours.

* In most cases, the first and only problem you find will be the abend being
debugged. But, every once in a while, you discover something unexpected
(perhaps an earlier abend already recovered from), that is responsible in some

way for the current problem.
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Another Favorite Ultra-Simple Test Program SH R

TWORK » INFLUENCE

/[ EXEC PGM=ABEND322 to abend with S322 (aka IEFBR15)

ABEND322 CSECT ,
BR 15
END




Debugging a CPU Loop SH/ARE

EDUCATE » NETWORK *» INFLUENCE

 All you see are external and I/O interrupts. Nothing of any real value?

« My example shows the tightest possible loop (all PSW NSIs are 0001C000), but
most real-world loops are wider in scope.

» Look through a couple/few pages of these interrupts and jot down the PSW NSis.
You'll usually begin to see a pattern emerge.

* |ssue IP WHERE for each unique value. If you don’t get a name you recognize
from IP WHERE, browse the location in storage and back up looking for an
eyecatcher (often a copyright statement).

« Addresses in Not-My-Code represent other product or component code that gets
control as a result of the application loop. Helpful clues!

« Addresses in application code are the most valuable. A sufficiently large sample
of such addresses, coupled with the rest of the information in the dump as well
as a product listing, is usually enough to solve the issue.
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« Extraordinarily difficult or perplexing problems will sometimes require a recreate
with branch or mode tracing enabled.

 Full-disclosure, | have never solved any issue through the use of mode tracing, but
branch tracing has been my savior many times over the years!

« These options are enabled by issuing the TRACE command.

N

* There is a performance penalty (~10%?) so it's a good idea to disable
branch/mode tracing when no longer needed.

« NOTE: It's fully supported when z/OS runs as a guest under z/VM.
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* BR trace line contains ten entries for 24- and 31-bit mode programs
 Entries are longer when the code is 64-bit (e.g., 00 12345678)
« Each entry represents the target of a BALR, BASR, BASSM or BAKR




SH/ARE

« The MODE trace displays only one mode change per line
« All entries describe a change to or from 64-bit mode only — no 24/31




 BR, MODE, and MOBR (BASSM) entries all together




Creating Your Own Trace Entries SH/\RE

EDUCATE » NETWORK *» INFLUENCE

« Special debugging scenarios might necessitate creation of your own trace
entries. The PTRACE macro is used for this purpose.

* |t is available to supervisor state, key O programs only.

* You can be disabled; you can hold any locks; you can be in a TCB or an SRB.
The only restrictions are DAT-ON and primary ASC mode and you must provide
a save area (72 or 144 bytes depending on AMODE).

* A hex digit (0O-F) is appended to USR to make the trace identifier.
« Either the TRACE or TRACG instruction may be generated.

* You can record the contents of up to 11 consecutive registers or up to 1024
words (4K) of storage. Each trace entry documents up to 24 bytes, so one
PTRACE call can result in multiple trace entries
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151678

151681+
151682+
151683+
151684+
151685+
151686+

PTRACE TYPE=USR3,REGS=(R3,R12) , SAVEAREA=STANDARD
0,X'3"

1, (R3*X'10')+R12

15, PSATRVT-PSA (0, 0)

1, TRVTRPMK-TRVT (0,15)
15, TRVTETUR-TRVT (0, 15)
BASSM 14,15

I."OI.";;

.INDICATE USER ENTRY NUMBER
.LOAD REG PAIR NUMBERS

.GET TRVT ADDRESS

.INDICATE REG PAIR GIVEN
.GET ROUTINE EP ADDRESS
.CALL PTRACE ROUTINE

SHARE

01-PTRACE
01-PTRACE
01-PTRACE
01-PTRACE
01-PTRACE
01-PTRACE




Timing Duration of Events SH/ARE

EDUCATE » NETWORK *» INFLUENCE

« Many trace entries have a time stamp.
« 18:03:56.945423 (milliseconds, microseconds, )

 You can calculate the elapsed clock time of events that occur between two time
stamps.

« Be mindful that clock time is not necessarily the same as CPU time.

« By displaying the trace for all ASIDs, you can get an idea if your CP was in control
the whole time between two time stamps or if it gave up control to other MVS work
or even another LPAR (if you see WTI).

* You can use PTRACE to time events that occur without any intervening time
stamps.

* For example, synchronous coupling facility service calls do not generate system
trace events of any kind.
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« PTRACE USRO0 and USR1 wrapped around the IXLCACHE call
 Followed by a DC H’0’ to generate an PIC 001 (0C1) abend

Subtracting
these two
values shows it
took ~34 usecs




Maximizing First-Failure Problem Diagnosis SHA/ARE

EDUCATE » NETWORK » INFLUENCE

 Size Does Matter!
» Trace tables that are too small are an impediment to successful diagnosis
» You may specify trace table buffer sizes between 1M and 9G per processor
» The default buffer size is 1M per processor (the minimum allowed)
* It's up to you to size them properly (keep in mind they occupy fixed storage)

« Content Matters Too!
» Several DIAGxx TRAPS affects system trace processing
 leaRISignlTrace — enable tracing of RISIGNL requests
» leaRPSigniTrace — enable tracing of RPSIGNL requests

» leaRtm2SnapX22 — causes RTM2 to always create a system trace snapshot as it did
prior to the z/OS 1.12 trace snapshot avoidance enhancement

 leaScheduleTrace — enable tracing of SCHEDULE and IEAMSCHD ©

/ » leaSysTrcNoLimit — overrides limits on max size traces specified by TRACE ST
command

Recommended!
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EDUCATE » NETWORK » INFLUENCE

Questions?
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Your feedback is important! SHARE

Submit a session evaluation for each session you attend:

www.share.org/evaluation

A

L

www.share.org/evaluation
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